[ Case Study ]
Stemming the Spread of
the Zeus Botnet
Whiteford, Taylor & Preston helps client stop
herders from spreading the Zeus Botnet.

[

The Client

The ACH Network

]

NACHA is the steward of the automated clearinghouse
or “ACH” network – a payment system that connects
all U.S. bank accounts and facilitates the movement of
tens of trillions of dollars of money and information each
year. NACHA also leads groups on API standardization
and authors the Quest Operating Rules for the electronic
transfer of government benefit funds.

The Challenge

Famous Brands Can Be Exploited
in Phishing Scams
The NACHA brand may be well known
among financial institutions, but it doesn’t
ring a bell for most consumers. That didn’t
stop a Russian crime syndicate from
sending hundreds of millions of phishing
emails that used NACHA’s name and logo.
Unsuspecting recipients would open a
phishing email – perhaps after confirming
that NACHA is a legitimate organization
that plays a key role in the financial
world – and click on an embedded link
masquerading as a .pdf file. Over 13 million
computers were infected with the Zeus
botnet, which steals banking information
via keystroke logging and delivers it to a
C&C server.
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[

The Strategy

A Trademark Lawsuit, Really?

]

NACHA had already spent hundreds of thousands of dollars shutting down
hundreds of websites that distributed as many as 167 million malicious
phishing emails per hour. But when new malicious domains popped
up as fast as old ones were quashed, the question was whether a legal
strategy could be effective where other methods had failed. Could a legal
injunction stop 39 unknown members of a Russian crime syndicate from
continuing to use NACHA’s famous trademark? The answer lay in combining
traditional infringement claims with RICO, a federal law designed to combat
organized crime in the U.S. by allowing for prosecution and civil penalties for
racketeering activity performed as part of an ongoing criminal enterprise.
RICO would give a NACHA lawsuit teeth.

[ The Solution ]
STEP 1
Whiteford worked with
NACHA and its co-plaintiff
FS-ISAC as they teamed
up with Microsoft, whose
digital crimes unit identified
relevant command and
control (“C&C”) servers in the
U.S.

STEP 2
NACHA and FS-ISAC joined with
Microsoft in filing a lawsuit that
included the first known use of
RICO in a civil cyber case.

STEP 3
The lawsuit enabled a U.S.
District Court to authorize
U.S. Marshalls to seize two
C&C servers, which were
unknowingly hosted by private
cloud vendors in Pennsylvania
and Illinois.

The Result
Illegal traffic was redirected from 1,703
domain names to protected Microsoft
servers, and the number of phishing
emails plummeted.
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“

[O]utstanding, aboveand-beyond, expert
legal advice and
services.
- Best Lawyers 2018

”

(Data Security & Privacy Client
Comment)

The number of tools at the disposal
of data privacy and security lawyers
continues to grow. Whiteford is
committed to working with clients
and industry leaders in finding and
deploying innovative legal strategies
in the battle against cybercrime.

[ Contact ]
cyberinfo@wtplaw.com
410.347.8700
wtplaw.com
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